Ipuioxkenue Nel. IlamsiTka 1J1is1 o0yyarommxcs 00 HHPOPMALUOHHOMH 0€30ITACHOCTH

aeTer
HEJIb3S1
1. BCEM TOJIPSI/T COOOIIATH CBOIO YaCTHYIO MH(POPMAITUIO (HACTOSIIHE UMS, (PaMUITHIO, TeIC(OH,

azipec, HOMep IIKOJIbI, a Takke GoTorpaduu CBOM, CBOCH CEMbH U Ipy3ei)

2. OTKPBIBATh BIOXKEHHBIE (haliIbl 2IEKTPOHHOI MOYTHI, KOT/Ia HE 3HACIIh OTIPABUTENS

3. rpyOUTh, IPUAUPATHCS, OKA3bIBATh JABJICHHE — BECTU CEOSI HEBEIKIIMBO U arpeCCUBHO

4. HE pacropsbKaiics JeHbraMu TBOCH ceMbH 0e3 pa3pelieHHs CTapIIuX — BCET/1a CIpaIinBan
poauTenen.

5. He BcTpeyaiics ¢ ¢ UHTepHeT-3HaKOMBIMH B PEaIbHOM KU3HU - TOCOBETYMCS CO B3POCIIBIM,

KOTOPOMY J0BepsielIb
OCTOPOXHO
1. HE BCce MUIIYT npaBay. Yuraems o cebe Henpasay B IHTepHETE — 000N 00 STOM CBOUM

POOUTEIAM HUIIA OIICKYHAaM.

2. [PUTJIAIIAIOT ePENUChIBAThCS, UTPATh, 0OMEHUBATHCS — IPOBEPb, HET JIH MOJIBOXA

3. HE3aKOHHOE KonupoBaHue ¢aitnos B IHTepHETE - BOPOBCTBO

4. BCEI/la paccKa3biBail B3pocibIM O NMpoliieMax B CETH — OHU BCEria IOMOTYT.

S. UCTONb3YH HACTPOHKHU 0€30IIaCHOCTU M MIPUBATHOCTH, YTOOBI HE OTEPSITh CBOU aKKAyHTHI B

COLCCTAX U JPYTHUX ITOpTaJIax.

MOXKHO

1. VBakail Ipyrux noJib30BaTesieu

2. [Tonwp3yemibcst UHTEpHET-UCTOYHUKOM — Ji€Iail CChUIKY Ha HETO

3. OTKpBIBaii TOIBKO T€ CCHUIKH, B KOTOPBIX YBEPEH

4. OO0maTbes 32 TOMOIIBIO B3POCIIBIM — POJIUTENH, OTIEKYHBI M aIMUHHUCTPALIUS CAUTOB BCET 1A
IIOMOTI'YT.

5. [Ipoiinu oOyuenue Ha caiiTe «CeTeBUUOK» U TOIYyYH MAacTOPT MUGPOBOTO rpakaaHuHa!

Marepuaisl peicTaBieHbl Ha caiite Enunbiii ypok.pod.

https://www.eaunbliitypok.pd/index.php/rekomendatsii-0-razmeshchenii-na-informatsionnykh-stendakh-
ofitsialnykh-internet-sajtakh-i-drugikh-resursakh-oo-informatsii-o-bezopasnosti-v-internete/item/218-
prilozhenie-1-pamyatka-dlya-obuchayushchikhsya-ob-informatsionnoj-bezopasnosti-detej



https://www.%D0%B5%D0%B4%D0%B8%D0%BD%D1%8B%D0%B9%D1%83%D1%80%D0%BE%D0%BA.%D1%80%D1%84/index.php/rekomendatsii-o-razmeshchenii-na-informatsionnykh-stendakh-ofitsialnykh-internet-sajtakh-i-drugikh-resursakh-oo-informatsii-o-bezopasnosti-v-internete/item/218-prilozhenie-1-pamyatka-dlya-obuchayushchikhsya-ob-informatsionnoj-bezopasnosti-detej
https://www.%D0%B5%D0%B4%D0%B8%D0%BD%D1%8B%D0%B9%D1%83%D1%80%D0%BE%D0%BA.%D1%80%D1%84/index.php/rekomendatsii-o-razmeshchenii-na-informatsionnykh-stendakh-ofitsialnykh-internet-sajtakh-i-drugikh-resursakh-oo-informatsii-o-bezopasnosti-v-internete/item/218-prilozhenie-1-pamyatka-dlya-obuchayushchikhsya-ob-informatsionnoj-bezopasnosti-detej
https://www.%D0%B5%D0%B4%D0%B8%D0%BD%D1%8B%D0%B9%D1%83%D1%80%D0%BE%D0%BA.%D1%80%D1%84/index.php/rekomendatsii-o-razmeshchenii-na-informatsionnykh-stendakh-ofitsialnykh-internet-sajtakh-i-drugikh-resursakh-oo-informatsii-o-bezopasnosti-v-internete/item/218-prilozhenie-1-pamyatka-dlya-obuchayushchikhsya-ob-informatsionnoj-bezopasnosti-detej

Ipuno:xkenue Ne2. UndopmManmoHHass naMATKA JJIs 00y4aIOIINXCA IJIA pa3MelleHus

Ha opuumnaabHbIX UHTEpHET-pecypcax
C KaXIpIM TOJOM MOJIOJCKH B MHTEPHETE CTAHOBUTHCS OOJbIIE, a IIKOJBHUKUM OJHU M3 CaMbIX
aKTHBHBIX ToOJb30BaTesied PyHera. Mexay TeMm, IIOMHMO OIPOMHOIO KOJIMYECTBA BO3MOKHOCTEH,
MHTEPHET HeceT U Mpo0sieMbl. DTa MaMsATKa JT0JKHA IOMOYb TeOe 0€30MacHO HaXOAUThCS B CETH.
KoMnbroTepHble BUPYCHI
KoMmmploTepHblii  BUPYC — 3TO Pa3sHOBHJIHOCTb KOMIIBIOTEPHBIX IpPOrpamM, OTJIMYUTEIbHOU
0COOCHHOCTBIO KOTOPOH SBJISIETCSI CHOCOOHOCTH K Pa3MHOKEHHIO.
B nononHeHue k 3TOMy, BUPYChl MOTYT MOBPEIUTH WJIM MOJHOCTBIO YHUUTOXKUTH BCe (Pailibl U JaHHBIE,
HOJKOHTPOJIBHBIE T0JIB30BATENI0, OT IMEHU KOTOPOro ObLIa 3alylleHa 3apakéHHas IporpaMma, a TaKkke
HNOBPEIUTh WIM JaXe YHUYTOXUTh OINEPAllMOHHYI0 CUCTEMy cO BceMH (aiinmamu B 1esnom. B
OOJIBLIIMHCTBE CIIy4aeB paclpOCTPaHSAIOTCS BUPYChI YEpE3 HHTEPHET.
MeTtoabl 3a1IUTHI OT BPEJOHOCHBIX IIPOrpamMM:

1. Hcnons3yil COBpEMEHHBIE ONEpPAllMOHHBIE CUCTEMBI, UMEIOIINE CEPhE3HBINA YPOBEHD 3ALIUTHI OT
BPEIOHOCHBIX IIPOTPaMM,;
2. [TocrosHHO  ycraHaBiMBail mauTtu  (UUQpPOBbIE  3aIUIATKH, KOTOPHIE  ABTOMATUYECKU

YCTAHABIIMBAIOTCS C IIETbI0 JOpaOTKM NPOrpaMMbl) M Jpyrue OOHOBIICHHS CBOEH ONEpalmOHHON
cuctembl. CkauuBail UX TOJBKO C opuuuanbHOro caiita pazpadorunka OC. Ecnm cymiecTByeT pexum
aBTOMATHYECKOTO OOHOBIICHHUS, BKITIOUH €T0;

3. Pabotaii Ha cBOeM KOMIbIOTEpE MOJ MpaBaMy MOJB30BATENs, a HE aJAMUHHCTpATopa. DTO He
MO3BOJIUT OOJNIBIIMHCTBY BPEAOHOCHBIX MPOTPaMM HWHCTAJUIMPOBATHCS HA TBOEM MEPCOHAIBLHOM
KOMITBIOTEPE;

4. Hcnonp3yli aHTMBUPYCHBIE IIPOIPaMMHBIE  INPOMYKTHl ~ HM3BECTHBIX IMPOM3BOAMTENCH, €
aBTOMaTHYECKUM OOHOBIJIEHHEM 0a3;

5. Orpanuyb GpU3NUECKUi TOCTYN K KOMIBIOTEPY AJIS IOCTOPOHHUX JIUII;

6. Vcnonp3yii BHEIIHWE HOCUTEN MHPOPMAIINH, TaKKe Kak (hJIemka, JUCK Wil (ailsl u3 HHTepHeTa,
TOJILKO U3 MPO(EPEHHBIX HCTOYHHUKOB;

7. He otkpeiBali KOMUIBIOTEpHBIC (HAiNIbI, TMONMyYEeHHBIE W3 HEHAAEKHBIX HCTOUYHUKOB. Jlake Te

Gailnpl, KOTOpbIE PUCTAT TBOM 3HAKOMBIN. JlyuIlle yTOUHU Y HETo, OTHPABIISUI JIU OH TeOe HX.

Cern WI-FI

Wi-Fi - 310 He BuI mepeiayn JaHHBIX, HE TEXHOJOIHs, a BCEro JIUIIb OpeHn, Mapka. Eme B 1991 rogy
HUJEpiaHacKas KoMmmaHusi 3apeructpupoBasia Openn «WECA», uro o0o3Hauano CilI0BOCOYETaHHE
«Wireless Fidelity», koTopbiii mepeBOIUTCS KakK «0ecpOBOAHAS TOUHOCTDY.

Jlo Hamero BpeMeHH Jaolnia apyras abOpeBmarypa, KOTOpas SBISETCS TaKOW K€ TEXHOJOTHEH. DTo
ab6peBuatypa « Wi-Fi». Takoe Ha3BaHMe ObUIO JaHO C HAMEKOM Ha CTaHJApT BBICIINN 3BYKOBOW TEXHUKHU
Hi-Fi, uro B epeBoie 03HAYaET «BBICOKAS TOUHOCTD.

Ja, OecrulaTHBIIl MHTEPHET-AOCTYN B Kade, OTeNsIX U adponopTax sBISETCS OTIIMYHON BO3MOKHOCTBIO
BBIXOJIa B MHTEpHET. HO MHOTHME 3KCHepTHl CUMTAIOT, YTO oOmenocTymHsle Wi-Fi cetn He sBISIOTCS
0€30MacHBIMH.

CoBeTblI 110 0€30MacHOCTH padoTe B 001IeT0CTYHBIX ceTsix Wi-fi:

1. He nepenasaii cBoro nuunyto uHpopmaruio yepes odmenoctynusle Wi-Fi cetu. Paboras B Hux,
JKeNaTeJIbHO HE BBOJMTH MAPOJIU IOCTYTIA, JIOTUHBI M KAKUE-TO HOMEPa,

2. Vcnonb3yit 1 0OHOBIISAN aHTUBUPYCHBIE IPOTPaMMBbI U OpaHiMayep. Tem caMbIM Thl 00€30MacHIlIb
ce0s OT 3aKayKu BHpYca Ha TBOE YCTPOHCTBO;

3. [Ipu ucnonp3oBanun Wi-Fi oTkmioun ¢yskmuio «OO0mmii moctyn K (dailylaM U MPUHTEpPaM».
Jannas (yHKIMS 3aKpbITa MO YMOJYaHHUIO, OJHAKO HEKOTOPBIE IOJIb30BAaTENU AKTHBHPYIOT €€ s
ya100CTBa UCIIOIB30BaHMs B paboTe WiH y4eoe;

4, He wucnonp3yit nyOnmunenii WI-FI mis mepenaum JTUYHBIX JaHHBIX, HAIPUMEP JUIsl BBIXOAA B
COLIMAJIbHBIE CETH WX B 3JICKTPOHHYIO OYTY;

S. Nnonp3yii Tonbko 3amuineHHoe coenuHenue yepe3 HTTPS, a ne HTTP, T.e. mpu Habope BeO-
aapeca BBoIU UMEHHO «https://»;

6. B moOunbHOoM Tenedone otkmoun ¢yHkumio «lloaxmouenne k Wi-Fi aBromaruuecku». He
JIOTTyCKail aBTOMATHYECKOTO MOAKIIOUEHUS yCTpoiicTBa Kk cetsim Wi-Fi 6e3 TBoero cormacusi.



CounanbHble ceTH

CoumanbHbIe CeTH aKTUBHO BXOJIST B HAITY )KW3Hb, MHOTHE JIFOJIN pa0OTAIOT U )KUBYT TaM TIOCTOSIHHO, a B
Facebook yxke 3aperucTpupoBaH MHIUIHAp] YETOBEK, YTO SIBISETCS OJHOM CEeIbMON BCEX JKHUTEeH
TUTAaHETHI.

MHorue mnonp30BaTeNM HE MOHUMAIOT, YTO HHQpOpMAIus, pa3MelleHHas WMU B COIHAIBHBIX CETSX,
MOXET OBbITh HalJeHa W HCIOJh30BaHA KEM YTOJHO, B TOM YHCIIE HE 00s3aTeNbHO C OJlaruMu
HAaMEPEHUSIMH.

OcHoBHbIE COBETHI M0 $€30MACHOCTH B CONMATbHBIX CETAX:

1. Orpanuyb cucoK Apy3ei. Y TeOs B Ipy3bsiX HE JOKHO ObITh CIy4YailHBIX M HE3HAKOMBIX JIIOZCH;
2. 3ammmail cBOIO YacTHYIO JKu3Hb. He ykaspiBail maponm, TenedoHbI, agpeca, ATy TBOETO
POXKICHHUSI W JPYTyl0 JHUYHYI0 HMHPOpMAIUIo. 3JIOYyMBIIUIEHHUKA MOTYT HCIOJb30BaTh Jlaxke
UH(GOPMAIIHIO O TOM, KaK Thl U TBOH POJUTEIN TUTAHUPYETE IPOBECTU KAHUKYJIHI;

3. 3amminai CBOIO PEIyTalrIo - IEPKH €€ B YUCTOTE M 3a/1aBail ce0e BOMPOC: XOTEN ObI ThI, YTOOBI
JIpyTrHe TOJL30BaTeNM BUIEIH, YTO Thl 3arpyxaeimib? [logymaid, mpexae 4emM 4TO-TO OIyOJIUKOBATh,
HamucaTh U 3arpy3HTh;

4. Ecnu TBI TOBOPHILB C JIIOIBMU, KOTOPBIX HE 3HACIIb, HE UCIIOIb3YH CBOE peallbHOE UMS U IPYTYIO
JUYHYI0 HHGOPMALIMU: UMS, MECTO JKUTEIbCTBA, MECTO Y4eObl U IPOYEE;

S. N36eraii pasmenienus ¢ororpaduii B IHTEepHETE, T1IE THI H300pa)KeH Ha MECTHOCTH, IO KOTOPOU
MO>KHO OIPEIETUTh TBOE MECTOIOJIOKEHHUE;

6. [Tpu perucTpanuu B COUUATBHOM ceTH HEOOXOAMMO UCTOIb30BATh CIOXKHbIE MAPOIIH, COCTOSIINE
13 OyKB ¥ IU(QP U ¢ KOJTUISCTBOM 3HAKOB HE MEHEE §;

7. Jis conmanbHOM ceTd, MOYTHl U APYTUX CAaWTOB HEOOXOAMMO HCIOJIB30BaTh Pa3HbIE MapOJIH.
Toraa ecnu TeOst B3710MalOT, TO 3710yMBIIUIEHHUKH MOJTyYaT JOCTYI TOJBKO K OJHOMY MECTY, a HE BO BCE
cpasy.

DJIeKTPOHHbBIE IeHbIH

DJEeKTPOHHBIE JIEHBIW — 3TO OYEHBb yNOOHBIA CIOCOO IJIaTeX e, OJHAKO CYIIECTBYIOT MOIICHHUKH,
KOTOpPBIE XOTAT HOJYUUTh 3TU JCHBTU.

DJEeKTPOHHBIE JEHBIU MOSBUINCH COBCEM HEIAaBHO M MMEHHO M3-3a 3TOT0 BO MHOTHX TOCYAapCcTBax a0
CHUX IOp HE MPOMHUCAHO PO HUX B 3aKOHAX.

B Poccun jxe oHM QYHKIMOHUPYIOT U O HUX YK€ MPOMHCAHO B 3aKOHE, II€ X Pa3/eisIOT Ha HECKOJIBKO
BUJIOB — AHOHHMMHBIE U HE aHOHMMHBIE. Pa3HMIIa B TOM, YTO AaHOHHMMHBIE - 3TO T€, B KOTOPBIX
paspeiiaercss MPOBOAWTH omepanmuu 0e3 UACHTU(DUKAIMKA TOJh30BATENsi, a B HEAHOHUMHBIX
UACHTU(DUKAIY TT0JIH30BATENS SBISETCS 0053aTENbHOM.

Takxe cremyeT pa3iauuaTh SJEKTPOHHBIC ()MATHBIC JCHBIU (PaBHBI TOCYJIAPCTBEHHBIM BalllOTaM) H
AJNIEKTPOHHBIC He(hUATHBIE ACHBIH (HE PaBHBI TOCYIaPCTBEHHBIM BAJIIOTAM).

OcHOBHBIE COBETHI 10 0e30MACHO padoTe ¢ 3TeKTPOHHBIMHU JeHbIAMHU:

1. [TpuBsoku K cueTy MOOWIIBHBIN Tele(OoH. DTO camMblil YIOOHBINA M OBICTPBIM CITIOCOO BOCCTAHOBHUTH
JnocTyn K cyery. [IpuBsi3aHHBIN TenegoH MOMOXKET, eciau 3alynelb CBOHM IJIaTeXHBIH Mapoib HIU
3aiiJienIb Ha CAUT C HE3HAKOMOI'O YCTPOMCTBA;

2. Hcnonb3yit ogHOpazoBbie mapoiu. [locie mepexoja Ha yCHJICHHYIO aBTOpH3alMio Tebe yXe He
OyZeT yrpokaTh OIACHOCTb KPayKu MJIU NepeXBaTa IIaTeKHOTO Mapois;
3. BeiOepu cnoxuelii mapons. I[lpectynmHukam OyaeT He MPOCTO yragaTh CIOXHBIM MapoJib.

HapnexHble maponu — 3T0 Mapoiu, KOTOPIE COEPKaT HE MEHee 8 3HAKOB U BKJIIOYAIOT B ce0s1 CTPOUHbBIE
U TpONHCHbIe OYKBBI, IU(PpPbI M HECKOJIBKO CHUMBOJIOB, TaKW€ KaK 3HAK Jojuiapa, (QyHTa,
BOCKJIMIIATEIbHBIN 3HAK | T.1. Hampumep, $tROng!;;

4. He BBOM cBOM JINYHBIE JAHHBIE HA CaliTaX, KOTOPBIM HE JOBEPSEIb.

DJIEeKTPOHHAsI 10YTa

OJNEeKTpOHHAs M0YTa — 3TO TEXHOJIOTHS U IPEIOCTABIISEMBIE €10 YCIYTH MO MEPECBUIKE U MOJIYYEHUIO
9JIEKTPOHHBIX COOOLEHUH, KOTOPBIE PACIIPEEIIAIOTCS B KOMIIBIOTEPHON CETH.

OO6b14HO AIIEKTPOHHBIN MIOYTOBBIN ALK BBITJISAUT CJIE Iy IOIIUM oOpazom:
UMs_I10JIb30BaTENSA(@UMSL_JIOMEHa.

Taxoke KpoMe mepeiaun IpoCTOro TeKCTa, UMEETCS BO3MOXKHOCTh NepeaBaTh (haiibl.

OcHoOBHBIE COBeTHI 10 0e30MacHoil padoTe C JIEKTPOHHOI MOYTOI:

1. Hano BeIOpaTh MpaBUIIbHBINA TOYTOBLIN cepBHC. B HHTEpHETE €CTh OrPOMHBIN BEIOODP OeCIIaTHBIX
IIOYTOBBIX CEPBUCOB, OJHAKO JIy4lIe JOBEPATH TEM, KOTO 3HACIIb U KTO IIEPBBIN B PEUTHHTE;



2. He ykaspiBali B JIMYHOM ToYTe JMYHYr0 uWHPopmanuto. Hanpumep, mydme BbIOpaTh
«MY3BIKaTBHBINA _(aHaT@» niu «pok2013» BMecTo «Temal3y;

3. Hcnonb3yil ABYXATAlHYI0 aBTOPU3ALMIO. JTO KOTJa MOMHUMO Mapoyisi HY>KHO BBOAUTH KO,
npucbutaeMblil mo SMS;

4, Bribepu crnokHbIil maponb. [ Kakaoro MoYTOBOrO SIUKA JODKEH OBITh CBOW HAJEXKHBIM,
YCTOMYMBBIN K B3JIOMY I1apOJIb;

5. Ecnu ectb BO3MOXKHOCTh HAalMCaTh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIOJIb3YH 3Ty BO3MOXHOCT;
6. Hcnonbs3yil HECKOJBKO IOYTOBBIX SAIIUMKOB. [IepBBIM JUIsi 4aCTHOW IEPENUCKH C aApecaTaMy,

KOTOPBIM ThI IOBEpsICIIb. ITO SJIEKTPOHHBIN aapec He HAJ0 UCIIOIB30BaTh IPU PETUCTPALUU Ha (hopyMax
U caiTax;

7. He otkpsiBaii aityibl 1 qpyrue BIOKEHUS B MMUChMAaX Ja)Ke €CJIM OHU MPUIILIIH OT TBOMX APY3CH.
Jlydiie yTOYHH y HUX, OTIPABIISUIN JIM OHU TeOe 3T (paiiibl;
8. [Tocne okoHuaHusi pabOTHI HAa MOYTOBOM CEPBHCE MEPE 3aKPHITHEM BKIIAJIKU C CAUTOM HE 3a0y.b

Ha)kaTh Ha «BBIATHY.

Ku0epOy/JNIMHT M1 BUPTYaJIbHOE H3/1€BATEJIbCTBO

KubepOymnmuHr —  mpeciieioBaHHE COOOLICHHSIMM, COACPKALIMMH  OCKOPOJICHHS, arpeccuro,
3alyTruBaHKe; XYJUTaHCTBO; COLMAIbHOE OOMKOTUPOBAHHUE C MIOMOIIBIO PA3IMUYHbBIX HHTEPHET-CEPBHUCOB.
OcHoOBHBbIE COBETHI 110 00pPbLOE ¢ KHOEPOYJIIIMHIOM:

1. He Opocaiicst B 60it. JIyummii crmoco6: moCOBETOBATHCS KaK ce0sl BECTH U, €CJIM HET TOTO, K KOMY
MOXXHO OOpaTHThCS, TO BHauyale YCHOKOUThbCA. Eciy Thl HauHelmb OTBeYaTh OCKOPOJICHUSMH Ha
OCKOPOJIEHUS, TO TOIBKO €IIe OOJIBIIE Pa30AOKEITh KOH(IIHKT;

2. VYnpasistii cBoeii kubeppernyTanueii;

3. AHOHUMHOCTh B ceTd MHuMas. CylecTBYyIOT CHOCOOBI BBIACHUTb, KTO CTOMT 3a aHOHHMHBIM
aKKayHTOM;

4, He crout BecTtm XymuraHckuii oOpa3 BHpPTyalnbHOW Xu3HHU. MHTEpHET (uUKCUpyeT Bce TBOHU
JEHCTBUS M COXpAHACT UX. Y JaUTh UX OyJeT KpaiiHe 3aTpyAHUTEIBHO;

5. Coluronaii CBOM BUPTYaJIbHYIO YECTh CMOJIOAY;

6. Urnopupy#t enuHuyHbli  HeratuB. (OgHOpa3oBble OCKOPOWTENbHBIE COOOIICHUS JIydlle
UrHOpupoBaTh. OOBIUHO arpeccus MpeKpallaeTcsl Ha Ha4yaJlbHOW CTa M,

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIEHUSIMH, B COLIMATBHBIX CETAX €CTh
BO3MOYKHOCTb OJIOKHUPOBKH OTIIPABKHM COOOIEHHH C ONPENECIICHHBIX aPECOB;

8. Ecnmu Th1 cBuperens kubepOymnuHra. TBoM AEWCTBHUS: BBICTYNUTHh HPOTHB IpPECieN0OBATENs,

IIOKa3aTb €My, YTO €ro ACHCTBHs OLICHMBAIOTCS HEraTHBHO, IOAJEP)KAThb KEPTBY, KOTOPOM HYy>KHA
MICUXOJIOTHYECKasi TTOMOII[b, COOOIIUTH B3POCIBIM O (haKTe arpeCCUBHOIO NIOBEJICHUS B CETH.
MoOuabHbIi Tesie()oH

CoBpemeHHbIe cMapT(OHBI U TUIAHIIETH COEPKAT B ce0e BIOJIHE B3POCIBINA (PyHKIIMOHAI, U Teeph OHU
MOTYT KOHKYPHUPOBaTh CO CTallMOHAPHBIMU KoMIbroTepamu. OnHAKO, CPEACTB 3aIUThI A MOJO0OHBIX
YCTPOMCTB MOKa OYEHBb MAJIO.

TecTupoBaHue M MOUCK YSI3BUMOCTEW B HUX MPOUCXOIUT HE TaK MHTEHCUBHO, Kak 1 1K, To ke camoe
KacaeTcs U MOOMIIbHBIX MTPUIIOKESHUH.

CoBpemeHHbIE MOOWJIBHBIE Opay3epbl YK€ IPAKTHYECKH JOTHAIM HACTOJIbHBIE AHAJOIH, OJHAKO
pacupenue (GyHKIMOHAIA BICYET 32 COO0M OOJIBIIYIO CIOKHOCTh M MEHBILYIO 3alUIIIEHHOCTb.

Jlanexo He BCe NMPOU3BOAMUTENHN BBITyCKAIOT OOHOBIJIEHUS, 3aKPhIBAIOINE KPUTUUECKUE YA3BUMOCTH JIs
CBOUX YCTPOUCTB.

OcHoBHBIE cOBeTHI 1JIs1 0€30aCHOCTH MOOMJILHOTO TeJiedoHa:

1. Huuero He sBnsieTcss mo-HacrosimeMy OecruiaTHbIM. bBynb ocTopokeH, Beap Korjma Tebe
IpeJIaraloT OEeCIUIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO IUIATHBIE YCIIyTH;

2. Hymaii, npexnae yem otnpaBuTb SMS, ¢oto mnu Buneo. Thl TOUHO 3Haellb, i€ OHU OyAyT B
KOHEYHOM HUTOre?

3. Heo6xonnmMo 0OHOBIIATH ONEPAIIIOHHYIO CUCTEMY TBOETO CMapT(OHA;

4, Hcnonp3yit aHTUBUPYCHBIC TTPOTPaMMBI 711 MOOMITBHBIX TelIe(POHOB;

5. He 3arpyxkaii npuiokeHHUss OT HEHU3BECTHOIO MCTOYHHMKA, BeIb OHH MOTYT COJepXkaTb
BPEJIOHOCHOE NMPOrpaMMHOE 00eCTIeUeHNE;

6. [Tocne Toro kak ThI BBIEIIb C caiiTa, I1€ BBOAMI JIMYHYIO WH(GOpPMAIMIO, 32l B HACTPOUKHU

Opay3sepa u ynanu cookies;
7. Ilepuonnuecku npoBepsii Kakue IIaTHbIE YCIIYyTd aKTUBUPOBAaHbI HA TBOEM HOMEDE;



8. JaBaii cBOil HOMep MOOWJIBHOTO TeneoHa TONBKO JIOASM, KOTOPBIX ThlI 3Haellb U KOMY
JIOBEPSICIITH;

9. Bluetooth momkxeH ObITH BBIKIIOYEH, KOrJa Thl UM HE ToJb3yenibcs. He 3a0biBail wHOrma
MIPOBEPSITH 3TO.

Online urpsi

CoBpeMEHHBIC OHJIAWH-UTPBI — 3TO KPACOUYHBIC, 3aXBATHIBAIOIINE PA3BIICUCHUS, OOBEAMHSIIONINE COTHU
THICSIY YENOBEK MO BceMy MHpy. UTpokd HUCCIenyroT NaHHBIA UM MHp, OOIIAIOTCS IPYT C JPYroM,
BBITIOJHSIOT 33JaHUs, CPAXAIOTCS C MOHCTPAMH M IOJYYarOT OIBIT. 32 YJOBOJLCTBUE OHU ILIATST:
MOKYTAIOT JUCK, OMJIAYUBAIOT a00OHEMEHT WJIH MPHOOPETAIOT KaKHe-TO OMIUH.

Bce atu cpenctBa uMAayT Ha TOANEpKAHWE U Pa3BUTHE UIPHI, a TakKKe Ha caMmy O€30MacHOCTH:
COBEPIICHCTBYIOTCSI CHUCTEMbI aBTOPH3AIMH, BBITYCKAIOTCS HOBBIC TaT4W (IU(pPOBBIC 3aruiaTKy IS
POrpaMM), 3aKPBIBAIOTCSI YSA3BUMOCTH CEPBEPOB.

B 1moo6HBIX Urpax CTOUT OMacaThCsi HE CTOIBKO CBOUX COMEPHUKOB, CKOJIBKO KPaXku TBOETO MapoJisi, Ha
KOTOPOM OCHOBaHAa CUCTEMa aBTOPH3AIUH OOJILITUHCTBA UT.

OcHOBHbBIE COBETHI M0 0€30MACHOCTH TBOEr0 MTPOBOI0 AKKAYHTA:

1. Ecnu npyroit urpok BemeT cedsl IJIOXO WM CO3AaeT TeOe HENPHATHOCTH, 3a0JIOKUpYH ero B
CIHCKE UTPOKOB;
2. [Toxanyiics aAMHHUCTpAaTOpaM WIpbl Ha IUIOXOE TMOBEICHHE JTOT0 MIPOKA, IKeJIATeIbHO

MIPUJIOKUTH KAKHE-TO TOKA3aTeIbCTBA B BUJE CKPUHOB;

He yka3biBaiil muuHy10 nHpOpMAIHIO B Ipodaiisie urpsr,

VYBaxkall pyrux y4aCTHUKOB IO UTPE;

He ycranaBnuBait HeounanbHbIE TATYH U MOJIBL;

Hcnosnb3yii C10KHBIE M pa3HbIE TAPOJIH;

Jlaxxe BO BpeMs UIpbl HE CTOMT OTKJIIOYATh aHTUBUpPYC. [Ioka Tl urpaemnib, TBOM KOMIIBIOTED
MOTYT 3apa3uTh.

OUIIMHT WK KPasKka JUYHbIX JAHHBIX

OObIYHOM KpaXkel JACHET W JOKYMEHTOB CETOJIHS YK€ HUKOro He yIuBHflllb, HO C pa3BUTHEM HMHTEpHET-
TEXHOJIOTUI 3JI0YMBIIIJICHHUKH TEPEMECTUIINCh B UHTEPHET, U MPOJOKAIOT 3aHUMATBCS <«ITIOOMMBIM»
JIETIOM.

Tax mosiBUIach HOBast yrpo3a: UHTEPHET-MOILICHHUYECTBA WM (DUILMHT, TJIaBHAs IeJIb KOTOPOTO COCTOUT
B TOJIyYCHUH KOH(UIACHIIMATBHBIX JaHHBIX IOJh30BaTEJIe — JIOTMHOB W mMmaposieid. Ha anrmuiickom
s3bIke phishing yntaetcs kak pummHr (ot fishing — peiOHas noBis, password — nmapoJis).

OcHoBHBIE cOBeThI 10 0opble ¢ GUITNHTOM:

No ko

1. Cnenu 3a cBoMM akkayHTOM. Eciu Thl mojo3peBaemib, YTO TBOS aHKeTa Oblla B3JIOMaHa, TO
HE00X0AMMO 3a0JIOKMPOBATH €€ U COOOIIUTH aJIMUHUCTPATOPaM pecypca 00 TOM Kak MOXHO CKOpee;

2. Hcnone3yii 6e30macHbie BeO-CaThI, B TOM YHCIIE, HHTEPHET-Mara3uHOB U TOMCKOBBIX CHCTEM;

3. Wcnonw3y#i ciokHbIE W pasHble mnapoiau. Takum oOpa3om, eciu TeOsS B3JIOMAlOT, TO
3JI0YMBIIIJICHHUKH TIOJTyYaT AOCTYI TOJIBKO K OJJHOMY TBOEMY NMPO(UITIO B CETH, @ HE KO BCEM;

4, Ecnu Te6s B310oMain, TO HEOOXOIMMO TIPEAYIIPEAUTh BCEX CBOUX 3HAKOMBIX, KOTOPBIE T00aBIICHBI

y TeOs B IPY3bAX, O TOM, YTO T€Os B3IIOMAIIA U, BO3MOXKHO, OT TBOETO UMEHU OYJIET pacChUIaThCS CIaM U
CCBUIKU Ha (PUIIMHTOBBIE CANTHI;

S. VYcranoBu HazexxHbid mapois (PIN) Ha MoOuIBHEIN TenedoH;
6. OTKIIIOYM COXpaHEHHE MapoJisi B Opaysepe;
7. He oTkpeiBaii ¢ailsiel 1 Apyrue BIOKEHUS B MUChMAax JIaXKe €CI OHM MPUILIH OT TBOUX JAPY3eH.

Jlyurie yTOYHM y HUX, OTIIPABIISLIN JIU OHU TeOe 3TU (aiiibl;

Hudposas penyranus

[udpoBass pemyramus - OSTO HEraTWBHAs WM TO3UTHBHAs WH(opManus B ceTu O Teoe.
Kommpomerupyromas uHGpopMaIus pa3MenieHHas B HHTEPHETE MOXKET CEPbe3HBIM 00pa3oM OTPa3HUTHCA
Ha TBOEH peaibHOM KU3HH.

«udposas pemyranus» - 3T0 TBOM UMUK, KOTOPBINA (hopMUpyeTcs U3 HHPOpMaLUU 0 TeOe B HHTEPHETE.

TBoe MecTo KUTENbCTBA, yueObl, TBOE (PUHAHCOBOE IMOJIOKEHHE, OCOOCHHOCTH XapaKTepa U paccKasbl O
OJMM3KUX — BCE ATO HAKAILJIMBAETCS B CETH.

MHorue noJIpoCTKH JIETKOMBICIIEHHO OTHOCSTCS K MyOnukanuu auyHo uHdopmanuu B MHTEepHeTE, He
MOHUMAasi BO3MOXKHBIX TOCHeACTBHA. Thl Jaxke HE CMOXKEIIb JOrajaTtbcsi O TOM, 4To (oTtorpadus,
pa3MenieHHast 5 JieT Ha3al, cTajia MPUYMHOM OTKa3a MPUHATH Te0s Ha paboTy.



KommeHTapuu, pasMenienne TBoux ¢ororpaduil u apyrue ASWCTBUS MOTYT HE MCUE3HYTh JlaXe Iociie
TOT0, KaK Thl UX yJaIHIIb. Thl HE 3HAEIIb, KTO COXPAHUI 3Ty UH(POpPMAIIUIO, II0Taja JIh OHAa B IIOUCKOBBIE
CHCTEMBI U COXPAaHWJIACh JIU OHA, a TJIAaBHOE: YTO MOAYyMAIOT 0 Te0e OKpYyXKarollee JIFOH, KOTOpble HalayT
U yBUAAT 3T0. HaliT nH@OpMaIuo MHOTrO JIET CIyCTs] CMOXET JII000M — Kak U3 100phIX NMOOYXKIEHUH,
TaK ¥ ¢ HAMEPEHUEM IPUYUHUTH BpeA. ITO MOXKET OBITh KTO YT'OJHO.

OcHoBHBIE COBETHI 110 3aIMTe HM(PPOBON penmyTanuu:

1. [Tomymaii, mpexkae 4em 4To-TO MyOJMKOBaTh M IepenaBath y ceOs B Ojore Wik B COLMATBHON
CeTH;

2. B mHactpoiikax mnpoduis yCcTaHOBHM OrpaHHMYEHHsS Ha MPOCMOTP TBOEro Mpoduis U ero
COZEPKUMOTO, CAEIIAN €r0 TOIBKO « IS APY3€ily;

3. He pasmemaii m He yka3piBaii MH(POpPMAIHMIO, KOTOpas MOXET KOro-TM0O OCKOPOJISITh WIH
00MXKaTh.

ABTOpCKOE IPaBo

CoBpeMeHHbIE IKOJIbHUKA— aKTUBHBIE MOJIb30BaTENH U(poBOTro mpocTtpancTBa. OAHAKO Jaieko He BCe
3HAIOT, YTO MOJB30BaHHE MHOTMMH BO3MOXKHOCTAMU LU(POBOro Mupa TpeOyeT cOONIIOeHUsl MpaB Ha
MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMUH «MHTEIEKTyallbHasi COOCTBEHHOCThY» OTHOCUTCS K PAa3IMYHBIM TBOPEHUSIM UEIOBEYECKOTO yMa,
HauMHas C HOBBIX M300pETEHMI M 3HAKOB, 0003HAYAIOUIMX COOCTBEHHOCTh HA MPOIYKTHI U YCIYTH , U
3aKaH4MBas KHUraMu, pororpadusiMu, KHHOPUIbMaMU U My3bIKaJIbHBIMU [TPOU3BEICHUSIMU.

ABTOpCKME TIpaBa — 3TO IpaBa Ha HHTEIUIEKTYyaJIbHYI0 COOCTBEHHOCTh Ha MPOHM3BEACHUS HAYKH,
JUTEPATYpPhl U HCKYCCTBA.

ABTOpCKME TIpaBa BBICTYNAIOT B KayeCTBE TapaHTHH TOTO, YTO HHTEJUICKTYaJbHBIN/TBOPUECKUI TPy
aBTOpa He OyJeT HalpacHbIM, AaCT EMY CIpPaBEJIMBbIE BOZMOKHOCTH 3apab0TaTh Ha pe3ysIbTaTaX CBOETO
TpyJa, MOJY4YUTh U3BECTHOCTh U IPU3HAHUE.

Hukto 6e3 paspemieHusi aBTopa HE MOXET BOCHPOM3BOANTH €ro MpPOU3BENIECHUE, PACIPOCTPAHSITh,
nyOIUYHO JI€MOHCTPUPOBATh, MPOAABATH, UMIIOPTUPOBATH, IyCKaTh B IMPOKAT, MyOJWYHO HCIOJIHATS,
MOKa3bIBaTh/UCHIONIHATH B 3pupe miu pa3memiats B lHTepHeTe.

Hcnonb30BaHuE «IUPATCKOTO» MPOTPAMMHOTO OOECIICYEHUSI MOXKET NMPUBECTH K MHOTUM PHCKaM: OT
MOTepU JAHHBIX K TBOMM aKKayHTaMm 10 OJOKHPOBKH TBOErO YCTPOWCTBA, I/I€ YCTAaHOBIIGHHBIM He
jgeranbHas mporpamMma. He cTouT Takxke 3a0bIBaTh, 4YTO CYIIECTBYET JICTalbHble W OecCIUIaTHbIC
IIPOrpaMMbl, KOTOPbIE MOXHO HAWTH B CETH.

O nopraJe

CereBU4OK.p() — TBOM TJIaBHBIN COBETYMK B CETH. 371€Ch Thl MOXEIIh Y3HATh O O€30MAaCHOCTH B CETH
NOHATHBIM M JIOCTYIIHBIM S3bIKOM, a IPU BO3HMKHOBEHHHM KPHUTHYECKOW CHUTyallud OOpaTHThCS 3a
COBETOM. A Takke MPHUHSTH y4acTHEe B KOHKYpCaxX U CTaTh CAMBIM IIU(PPOBBIM IPaKIaHHHOM !

Marepuansl npeAcTaBieHbl Ha caiite Equnblil ypok.pd.

https://www.eaunbliitypok.pd/index.php/rekomendatsii-0-razmeshchenii-na-informatsionnykh-stendakh-
ofitsialnykh-internet-sajtakh-i-drugikh-resursakh-oo-informatsii-o-bezopasnosti-v-internete/item/219-
prilozhenie-2-informatsionnaya-pamyatka-dlya-obuchayushchikhsya-dlya-razmeshcheniya-na-
ofitsialnykh-internet-resursakh



https://www.%D0%B5%D0%B4%D0%B8%D0%BD%D1%8B%D0%B9%D1%83%D1%80%D0%BE%D0%BA.%D1%80%D1%84/index.php/rekomendatsii-o-razmeshchenii-na-informatsionnykh-stendakh-ofitsialnykh-internet-sajtakh-i-drugikh-resursakh-oo-informatsii-o-bezopasnosti-v-internete/item/219-prilozhenie-2-informatsionnaya-pamyatka-dlya-obuchayushchikhsya-dlya-razmeshcheniya-na-ofitsialnykh-internet-resursakh
https://www.%D0%B5%D0%B4%D0%B8%D0%BD%D1%8B%D0%B9%D1%83%D1%80%D0%BE%D0%BA.%D1%80%D1%84/index.php/rekomendatsii-o-razmeshchenii-na-informatsionnykh-stendakh-ofitsialnykh-internet-sajtakh-i-drugikh-resursakh-oo-informatsii-o-bezopasnosti-v-internete/item/219-prilozhenie-2-informatsionnaya-pamyatka-dlya-obuchayushchikhsya-dlya-razmeshcheniya-na-ofitsialnykh-internet-resursakh
https://www.%D0%B5%D0%B4%D0%B8%D0%BD%D1%8B%D0%B9%D1%83%D1%80%D0%BE%D0%BA.%D1%80%D1%84/index.php/rekomendatsii-o-razmeshchenii-na-informatsionnykh-stendakh-ofitsialnykh-internet-sajtakh-i-drugikh-resursakh-oo-informatsii-o-bezopasnosti-v-internete/item/219-prilozhenie-2-informatsionnaya-pamyatka-dlya-obuchayushchikhsya-dlya-razmeshcheniya-na-ofitsialnykh-internet-resursakh
https://www.%D0%B5%D0%B4%D0%B8%D0%BD%D1%8B%D0%B9%D1%83%D1%80%D0%BE%D0%BA.%D1%80%D1%84/index.php/rekomendatsii-o-razmeshchenii-na-informatsionnykh-stendakh-ofitsialnykh-internet-sajtakh-i-drugikh-resursakh-oo-informatsii-o-bezopasnosti-v-internete/item/219-prilozhenie-2-informatsionnaya-pamyatka-dlya-obuchayushchikhsya-dlya-razmeshcheniya-na-ofitsialnykh-internet-resursakh

IHpuioxenue Ne3. [TamsiTka 1uist poauTesieid 00 MHPOPMALMOHHOM 0€30MIACHOCTH

JAeTeH

Omnpenenenue TepMHHa «MH(pOpPMalMOHHAs 0e30IacHOCTh AeTeil» coaepxutcs B DenepaibHOM
3akoHe Ne 436-®3 «O 3zamute nereil oT MHQOpPMAIMM, NPUUUHSIOLIEH Bped HMX 300POBBI0 U
Pa3sBUTHIO», PETryJHUPYIOUIMM OTHOIIEHUs, CBA3aHHbIE C 3alIUTOM JeTed oT uHopMmaluy,
OPUUYMHSIOWEH Bped MX 370poBbl0 M (wiaM) pa3BuTuio. CoriacHO JaHHOMY — 3aKOHY
«uH(popMaIOHHast 0e30MacHOCTh JeTel» - 3TO COCTOSHME 3aIlIMIICHHOCTH, MpPU KOTOPOM
OTCYTCTBYET PHCK, CBSI3aHHBIH C NpUYMHEHMEM HH(pOpManued Bpera HUX 30pOBbI0 U (WJIN)
bu3nveckomy, ICUXMYECKOMY, TyXOBHOMY, HDABCTBEHHOMY Pa3BUTHIO.

B cuny ®enepanbHoro 3akoHa Ne 436-®3 nndopmariyeit, npuuauHAOIIEH Bpea 310pOBbI0 U (WIIN)
Pa3BUTHUIO JETEH, SBIAETCS:
1. wnH)OpMmManus, 3anpemmeHHas Ui pacpoCTPaHSHUS CPEIH JIeTeH;
2. uHpopMalus, PpacHpOCTpaHEHHUE KOTOPOH OrpaHUYEHO Cpeau JAeTei OIIpEAEIEHHBIX
BO3PACTHBIX KaTETOPUil.

K undopmanuu, 3anpemnieHHoi 1J151 pacipocTpaHeHUs CPeau JieTeil, OTHOCUTCH:
1. wndopmanus, moOyxknaromas AeTeil K COBEPIICHHIO IEHCTBHIA, MPEACTABISIIOIINX yTPO3y HX
YKU3HU U (MJIN) 30POBbIO, B T.4. IPUUUHEHUIO BpeJla CBOEMY 3/I0POBbIO, CaMOyOUICTBY;
2. cnocoOHOCTH BBI3BATh Yy JIETEH JKEIaHUE YIOTPEOUTh HAPKOTHUECKUE CPEICTBA, ICUXOTPOITHBIC U
(uM) OJYpPMAaHHUBAIOLIME BEIECTBa, TaOauHble H3ACIUs, AJIKOTOJIBHYI0 U CIHUPTOCOAEPIKALIYIO
MPOAYKIIHMIO, MTMBO U HAIIUTKH, U3rOTABJIMBAEMbIE HAa €0 OCHOBE; IPUHATH YUacCTHE B a3apPTHBIX UIPaX,
3aHUMATbCS NPOCTUTYLIHEH, OPOASKHUYECTBOM MJIU MONPOIIAifHUYECTBOM;
3. 00OCHOBBIBAIOIIAS WJIM OTPABIBIBAIONIAS JOMYCTUMOCTh HACHIUSA W (WJIH) YKECTOKOCTH JIHOO
no0y>KAarolasi OCyIeCTBIATh HACUJILCTBEHHBIE JEMCTBUS MO OTHOUICHHUIO K JIFOJIIM U )KUBOTHBIM;
4. orpularolas ceMelHble HEHHOCTU U (POpMUpYIOLIasi HEyBaXEHUE K POIUTENSIM U (WIN) IPYTUM
YJIEHAM CEMBbH;
5. ompapjbIBarolIas IPOTUBOIIPABHOE [TOBEACHMUE;
6. coneprkaluas HELIEH3ypHYIO OpaHb;
7. copaepxatias HHGOPMAIIUIO TOPHOTPAPUIECKOTO XapaKTepa.
K wundopmanumn, pacnpocTpaHeHHe KOTOPOl OrpaHUYeHO cpeaM JAeTed ompeaeaeHHOro
B0O3PACTa, OTHOCUTCH:
1. undopmanus, npeacrapiseMas B BUE W300paykeHHs MU ONUCAHMS )KECTOKOCTH, (PU3NYECKOT0 U
(MM) ICUXUYECKOr0 HACUIINS, IPECTYIUIEHUS WIM HHOTO aHTHOOIECTBEHHOTO JEHCTBHS;
2. BbI3BIBAIOLIAs y A€TEH CTpax, y’Kac WIKM NaHUKY, B T.4. IPEJICTaBlIsieMas B BUJIE N300paKEHUS WIH
ONHMCAaHWsI B YHIDKAIOMIEH 4YeIIOBEYECKOE JIOCTOMHCTBO (opMe HEHACHWIBCTBEHHOH CMEpTH,
3a0ojeBaHus, CaMOyOMICTBA, HECYACTHOrO Cllydyasi, aBapuu MWIM KatacTpodbl U (Win) uX
MOCJIEICTBUH;
3. mpencrasisiemMasl B BUJE N300paykeHHsI MIIM OMMCAHUS MOJIOBBIX OTHOIIEHUH MEXy MYXUYHUHOU U
JKEHITTMHOIA;
4. coneprkalas OpaHHbIE CJI0BA M BBIPAXKEHHUsI, HE OTHOCSIIMECS K HELIeH3ypHOI OpaHu.
C yuetoMm 3toro Bam npennaratorcs npaBuia paboTsl B ceTd MHTepHET Uil pa3inuyHbIX BO3PACTHBIX
KaTeropui, coONroleHue KOTOPBIX MO3BOJIMT 00ECHEeYUTh MHPOPMALMOHHYI 0€30MacHOCTh BalllUX
JeTei.

O0mme nmpaBusIa 11l poauTesei

1. HesaBucumo oOT BO3pacTa peOCHKAa HCHONB3YyHTE NporpaMMHOE oOecredyeHue, MOMOTraomee
¢GWIbTpOBaTh U KOHTPOJMPOBATH MH(OPMAIMIO, HO HE IOJIaraliTeCh MOJHOCThIO Ha Hero. Barue
BHHMaHHE K peOCHKY - TJIAaBHBII METO/ 3aIUTHI.

2. Ecnm Bam pebGeHOK uMeeT akkayHT Ha OIHOM U3 couuanbHbix cepBucoB (LiveJournal,
blogs.mail.ru, vkontakte.ru u T.1.), BHUMATEIbHO M3yYHUTE, KAKyl0 HH(OPMAIIMIO MMOMEIIAIOT €ro
YYaCTHHMKH B CBOMX NMPOdUIIsIX U O1orax, BKIo4as GoTorpapuu u BUAECO.

3. IlpoBepbTe, ¢ KakuMU JPYTMMH CalTaMH CBsSI3aH COLMAIbHBIN cepBuc Bamero pebeHka.
Crpannuku Bamero peGenka MoryT ObITh 0€30HacHBIMHM, HO MOTYT M COJEpXKaTh CCBUIKM Ha
He)KellaTeIbHbIE M OTACHbBIC CAlThl (HapuUMep, HOPHOCANT, WM CaiT, HA KOTOPOM JPYT YIOMHHACT
HOMep coToBoro Tenedona Bamrero pebenka nian Bam nomanauit anpec)




4. Tloompsiite Bammx gereit cooOmare 060 BceM CTPaHHOM MJIM OTTAJIKUBAIOIIMM U HE CIMILIKOM
OCTpO pearupyinre, KOraa OHHM 3TO JesaloT (U3-3a OMaceHus: NoTepsTh J0CTyl K VIHTepHETYy aeTtu He
TOBOPAT POAMTENSIM O MpobiieMax, a TakKe MOTyT HayaThb MCIOJIb30BaTh VHTepHET BHE oMa H
IITKOJTBI).

5. Bbynbere B Kypce cereBoii xu3HM Bamero pebenka. MHTepecyiiTech, KTO UX Apy3bsi B MIHTEpHET
TaK K€, KAK HHTEPECYETECh PEaJIbHBIMU IPY3bSIMHU.

Bospacrt ot 7 10 8 ser

B Unrepnere peOGeHOK cTapaeTcs MOCETUTh T€ WM HHBIE CAWThl, a BO3MOXHO M 4YaThl,
paspellieHrne Ha MOCEIIeHHe KOTOPhIX OH HEe MOoNy4msl Obl OT pomutenei. [loaTtomy pomurensm
0COOEHHO MOJIe3Hbl OYAYT T€ OTYETHI, KOTOPbIE MPEJOCTABISAIOTCS MPOrpaMMaMH MO OTPAHUYEHUIO
ucrnons3oBanuss MHTEepHETa, T. €. POMUTENbCKUI KOHTPOIb WM TO, YTO BBl CMOXETE YBHJIETH BO
BpeMeHHBIX (aitmax. B pesynbraTe, y pebeHka He OyIeT OIIyIICHHS, YTO 3a HUM BEIETCA
MOCTOSTHHBIA KOHTPOIb, OJHAKO, POAUTENH OYAYT MO-TPEKHEMY 3HATh, KAKHE CAWTHI MOCEIIAeT UX
pebeHok. [letn B maHHOM Bo3pacTe 00JIaalOT CHUJIBHBIM YYBCTBOM CEMbH, OHU JOBEPYUBHI U HE
COMHEBAIOTCS B aBTopuTeTax. OHU JTIOOST UTPAaTh B CETEBBIC UTPHI U ITyTEIIECTBOBATH 0 MHTEpHETY,
HCIIOJIB3YSl DJIEKTPOHHYIO MOUTY, 3aXO/IUTh Ha CAalThl U YaThl, HE pEKOMEH/I0BAHHbIE POIUTEISIMU.
Cogemut no 6ezonacnocmu 6 cemu Hnmepnem ons oemeti 7-8 niem
1. CospaiiTe CIMCOK TOMAaITHUX TIPaBUII NocemmeHns MTaTepHeTa npu yuyacTuu netei u TpedyinTe ero
BBITIOJTHCHMS.
2. TpeOyiite or Bamero pebenka coONIOACHUS BPEMEHHBIX HOPM HAaXOXJICHHS 32 KOMITBIOTEPOM.
[Toxaxxute pebenky, yTo Bl HabmojaeTe 32 HUIM He OTOMY 4TO Bam 3T0 X04ercs, a moTomMy 4To Bl
OecrokouTech 0 ero 0€30MacHOCTH M BCETJja TOTOBBI €My TIOMOYb.
3. Kommprotep ¢ moakmroueHneM K WHTEpHETY IOHKEH HAXOIUTHCS B OOIIEH KOMHATE IO
MPUCMOTPOM POJUTEINECH.
4. Vcnonw3yiiTe crieluanbHbIe IeTCKUE TOMCKOBBIE MAIIIUHEI.
5. Hcnonp3yiite cpenctBa ONOKMPOBAHUS HEXKENATEJIbHOIO KOHTEHTAa KakK JIOMOJHEHHE K
CTaHAapTHOMY PoIuTENbCKOMY KOHTPOIIIO.
6. CosznmaiiTe CeMEHHBIM JJICKTPOHHBIN SIIUK, YTOOBI HE TO3BOJIMTH JACTSIM HMETh COOCTBEHHBIC
azapeca.
7. bnokupyiite goctyn K caiitaM ¢ OecllaTHBIMA MOYTOBBIMU SIIIMKAMU C  TOMOILBIO
COOTBETCTBYIOIETO MPOTrPAMMHOT0 00ECTICYCHHUS.
8. Ilpuyuure nereit coBeToBaThcs ¢ Bamu mepen omyOnuKoBaHMEM KaKOW-TMO0 WH(poOpManuu
CpeIICTBaMU JIEKTPOHHOU MOYTHI, YaTOB, PETUCTPAIIMOHHBIX ()OPM U TIPOPUIICH.
9. Hayuwure neteit He 3arpy»aTh (ailibl, MPOTPaMMBI WIIH MY3bIKY 0€3 Balllero COTJIacHs.
10. He pa3pemaiite 1eTsM HCIIONB30BATh CIIy>KObl MTHOBEHHOTO OOMEHA COOOIIECHUSIMH.
11. B «0Oenplit» CIUCOK CAMTOB, pa3pelIeHHBIX MJIs MOCEUIEHUs, BHOCUTE TOJBKO CAWTHI C XOpOIIEH
pernyTanuen.
12. He 3a0wIBaiiTe OecemoBaTh C ACThbMHU 00 WX Jpy3bsix B MHTepHeTe, Kak eciau Obl pedb Iia O
JIPY3bsX B PCAIBHON KU3HHU.
13. He nenaiite «taOy» W3 BOMPOCOB IOJOBOM KU3HM, TaK Kak B VHTepHETe NEeTH MOTYT JIETKO
HATKHYTHCSI HA TOPHOTPAUIO WIIH CAUTBI <«JIJIS1 B3POCIBIX).
14. Tlpuyuute Bamero pebenka cooOmars BaM O JIOOBIX yIrpo3ax WM TPEBOTaX, CBSI3aHHBIX C
HuTteprerom. OcTaBaiiTech CIIOKOHHBIMU M HAIOMHUTE JETSIM, YTO OHHU B OE30MACHOCTH, €CIIH CaMU
paccka3ajiy BaM O CBOMX TpeBorax. [loxBanuTe MX W MOCOBETYHTE MOJOWTH ele pa3 B MOJOOHBIX
CITyJasx.

Bo3spacr aereii ot 9 10 12 et

B nanHOM Bo3pacTe JeTH, Kak NMpaBHJIO, YK€ HACIIbIIIAHbl O TOM, Kakasg MH(QOpPMaLUs CyIIECTBYET B
WuTeprere. COBEpILIEHHO HOPMAJIBHO, YTO OHU XOTAT 3TO YBUAETH, IPOYECTh, YCIbIIATh. [Ipn 3TOM
HY)KHO TOMHMTB, 4TO JOCTYIl K HE)KENaTeJbHbIM MaTepHanaM MOXKHO JIETKO 3a0JIOKMpOBATH IPH
IIOMOUIH cpeAcTB PoauTensCcKkoro KOHTPOJIS.

Coeemul no 6ezonacnocmu 04 demeii om 9 0o 12 nem

1. Co3paiiTe CIUCOK JOMAITHUX MPaBHI MocemeHus MHTepHeT npu yyacTuu ietei u TpedynTe ero
BBITIOJTHCHHUS.

2. Tpebyiite oT Bamero pebenka coOII0eHUS HOPM HAX0XKICHHS 32 KOMIIBIOTEPOM.




3. Habmopnaiite 3a pebeHKOM IpU paboTe 3a KOMIIBIOTEPOM, MTOKaXKUTE eMy, 4TO Bbl 6ecriokoutech
0 ero 0e30macHOCTH M BCET/Ia TOTOBBI OKa3aTh €My ITOMOIIIb.

4. KommbloTep ¢ mnojkiatoueHueM B VIHTEpHET AOKEH HaXOAWThCS B 0OIIed KOMHATe Ioj
IIPUCMOTPOM POJUTEIEH.

5. Hcnonp3yiiTe cpenctBa OJIOKUPOBaHMS HEKENATENbHOTO KOHTEHTa KakK JOMOJIHEHHE K
CTaHIapTHOMY PoauTenbckoMy KOHTPOJIIO.

6. He 3a0bIBaiiTe NpMHUMATh HEMOCPEACTBEHHOE ydacTHE B JKU3HU peOeHka OeceloBaTh C JE€TbMU
00 ux 1py3bsix B UHTepHeTe.

7. HacraupaiiTe, 4ToOBl AE€TM HUKOIJa HE COIJAIIAJUCh HA JIMYHBIE BCTPEUYU C JAPY3bSIMH IO
WNHurepHery.

8. Tlo3BomsiiTe AETAM 3aXOUTh TOJIHBKO HA CAWTHI U3 «OEJI0r0)» CIHCKA, KOTOPBIA CO3/IaiiTe BMECTE C
HUMH.

9. Ilpuyuwnte mereil HUKOIAa HE BbIIABATh JIMYHYIO HHPOPMALIMIO CPEICTBAMU JIEKTPOHHOM MOYTHI,
YaTOB, CHCTEM MIHOBEHHOTO OOMEHa COOOLICHUAMH, PETUCTPALIMOHHBIX (POPM, JIMYHBIX NMPOodUiIeh u
IIPY PErMCTpALUU Ha KOHKYpCHI B MIHTEpHeTe.

10. IlpuyuuTe neteil He 3arpykaTh mporpammsl 6e3 Bamero paspemenus. OObsICHUTE UM, YTO OHHU
MOTYT CJIy4aiiHO 3arpy3UTh BUPYCBHI WJIU JIpyroe HeXelaTeIbHOe IPOrpaMMHOE 00ecIiedeHue.

11. Co3paiite Bamemy peGeHKY OrpaHUUYEHHYIO YUETHYIO 3alUCh I paOOThI HA KOMITBIOTEPE.

12. Ilpuyuute Bamero pebenka cooOmars BaM O JIOOBIX yIrpo3ax WM TPEBOTaX, CBSI3aHHBIX C
WutepHerom. HamoMHuTe neTsiM, YTO OHM B OE30MACHOCTH, €CIM CaMHU PACCKa3ald BaM O CBOHUX
TPEBOIax U ONACCHUSX.

13. Pacckaxxute netsim o nopHorpaduu B IHTEpHETE.

14. HactauBaiiTe Ha TOM, YTOOBI JE€TH MPEIOCTABISIM BaM JOCTYI K CBOEH A3JIEKTPOHHOW TOUTE,
4TOOBI BBl YOCIMIINCH, YTO OHU HE OOIIAIOTCS C HE3HAKOMIIAMHU.

15. OObsicHUTE AETAM, YTO HEJb3S1 UCIOJIB30BaTh CETh JIs XYJIUTAHCTBA, PACIPOCTPAHEHUs CILIETEH
WIN YTPO3.

Bo3spacr aereii ot 13 10 17 Jger

B »stoM BoO3pacTe MOAPOCTKM AaKTUBHO MCHOJB3YIOT IOMCKOBBIE MAlIMHBI, IOJb3YIOTCS
AJIEKTPOHHOM TMOYTOHM, CIy>K0aMH MIHOBEHHOTO OOMEHa COOOIIEHUSMH, CKAaYUBAIOT MY3BIKYy H
¢bunbMbl. ManbunkaMm B 3TOM BO3pacTe OOJbllle 10 HpaBy CMETaTh BCE OIPAaHUYECHHSI, OHU KaKIyT
rpy0oro roMopa, a3apTHBIX HIP, KAPTUHOK I B3POCHBIX». JIEBOYKM MPEANOYUTAIOT OOIIATHCS B
yaTax, IpU 3TOM OHU ropas3zo 0ojiee 4yBCTBUTEIbHBI K CEKCYaJIbHBIM JOMOrareiascTBaM B HTepHeTe.

3a4acTyro B JaHHOM BO3pPAacTe POAMTENSAM YKe BEChbMa CJII0KHO KOHTPOJIUPOBATH CBOUX JIETEH, TaKk
Kak 00 MHTepHETe OHUM YK€ 3HAIOT 3HAYMUTEIHLHO OOJbIlIe CBOMX poauteneidl. Tem He MmeHee, HE
oTIIycKaiiTe aereil B «cBoOonHOe ruiaBanue» no WutepHery. CrapaiiTech akTHBHO y4acTBOBAaTh B
obmenun pedeHka B UaTepHere.

Baxxno mo-nipexxHemy ctporo cobmoaath npasuia MHTepHET-0€30IMacHOCTH - COTTIAIICHUE MEXTY
ponutenamMu U aeTbMu. Kpome Toro, HeoOXoaumMo Kak MOXKHO Yallle MpOCMaTpuBaTh OTYETHI O
nesitenbHOCTH neTeid B MuTtepHere. Crenyer oOpaTuTh BHUMaHUE HA HEOOXOIUMOCTH COJEpPKaHUS
POIUTENLCKUX Maposiei (maposieil aAMUHUCTPATOPOB) B CTPOTOM CEKpeTe W OOpaTHTh BHUMAHHE Ha
CTPOrOCTb 3TUX IAPOJICH.

Cosembut no 6ezonacnocmu 6 3mom eozpacme om 13 0o 17 nem

1. Co3zpaiiTe CHUCOK JOMAIIHUX NpPaBHJI MocemeHus MHTepHeTa TpH y4acTUH MOAPOCTKOB H
TpeOyiiTe Oe3yCIOBHOTO €ro BhIMOJHEHH. OOroBopuTe ¢ peOCHKOM CIHCOK 3aIlpEIICHHBIX CANTOB
(«4epHBII CIMCOK»), yackl paboThl B MHTEpHETE, PYKOBOJCTBO 1O 00mIeHHI0 B MHTEepHETEe (B TOM
YHUCJIEe B YaTax).

2. KowmmproTep ¢ mogkiIrOYeHneM K ceTu MIHTepHET T0KeH HaXOAUTHCS B 00IIei KOMHATe.

3. He 3a0sIBaiiTe 6ecenoBath ¢ 1eThbMHU 00 UX JPY3bsix B IHTEpHETE, O TOM, YeM OHH 3aHSTHl TAKUM
o0pa3om, OyATO pedub UIET O APY3bAX B peasibHOM ku3HU. CrpamBanTe o JIIOAIX, C KOTOPBIMU JIETH
00IIal0TCSl TTOCPEICTBOM CITy’)KO MTHOBEHHOTO OOMEHa COOOIICHUSIMHU, YTOOBI YOCTUTHCS, YTO ITH
JIOJI UM 3HAKOMBI.

4. Vcnonw3yiiTe cpenctBa OJIOKHPOBAHUS HEXKENATENbHOIO KOHTEHTAa KakK JIOMNOJHEHHE K
CTaHJapTHOMY PoIuTENbCKOMY KOHTPOIIIO.

5. Heobxoammo 3HaTh, KaKMMH YaTaMH TMOJb3yloTcss Bamm neru. IloompsiiiTe wucmonp3oBaHue
MOJICPUPYEMBIX YaTOB M HACTAUBANTE, YTOOBI IETH HE OOIIAINUCH B IPUBATHOM PEKUME.




6. HacraupaiiTe Ha TOM, YTOOBI AETU HUKOT/Ia HE BCTPEUYAIHCH TUYHO C IPY3bsIMU U3 ceTH MIHTEepHET.
7. IlpuyuuTte AeTeil HE BBIIABATH CBOIO JIMUYHYIO MH()OPMALUIO CPEICTBAMH SJIEKTPOHHOM IMOYTHI,
4aToOB, CUCTEM MTHOBEHHOT'O OOMEHa COOOIICHUSMH, PETUCTPAIIMOHHBIX (OPM, TUYHBIX Npoduiei u
MIPU pETUCTpAIlMU Ha KOHKYpChl B IHTEepHETE.

8. Ilpuyuute mereii He 3arpyxaTh Imporpammsel 0e3 Bamiero paspemenus. OObsICHUTE UM, YTO OHH
MOTYT CJIy4alHO 3arpy3UTh BUPYCHI WIIH JIPYTO€ HEXKENaTeIbHOE MPOTrPaMMHOE 00ECTICUeHHE.

9. Ilpuyuute Bamiero pebenka cooOmatb BaM O JIOOBIX yrpo3ax WIU TPEBOTaX, CBA3AHHBIX C
WNurteprerom. HarmomHuTE MeTsSM, 9TO OHU B OE30MACHOCTH, €CJIM CaMU PAacCKa3ajd BaM, O CBOUX
yrpo3ax uiu TpeBorax. [loxBanuTe ux U MOCOBETYNUTE MOJONUTH €Ile pa3 B MOJOOHBIX CIIyYasiX.

10. Pacckaxxute netsim o nopHorpaduu B Marepuere. [lomorute UM 3ammTuThCs OT ciama. Hayuure
MIOJPOCTKOB HE BbIJABAaTh B IHTEpHETE CBOEro peasbHOrO 3JEKTPOHHOrO aJapeca, HE OTBEYaTh Ha
HEKellaTeNIbHbIE MMChbMa U UCTIONB30BaTh CIICIHATbHBIC TOUTOBBIC (PUITBTPHI.

11. Tlpuyuute cedst 3HAKOMUTHCS C CATaMH, KOTOPBIE MOCEIIAIOT TTOJAPOCTKH.

12. Hayuure neteii yBaxaTh JPYTUX B HHTEpHETE. Y O€AUTECh, YTO OHU 3HAIOT O TOM, YTO MpaBUIIA
XOpOLIETO NOBEACHUS ACUCTBYIOT BE3/1€ — J1a’K€ B BUPTYaJIbHOM MHpE.

13. OObsicHUTE nEeTsSM, YTO HH B KOEM Cllydae Helb3s HChoib3oBaTh CeTh IS XyJIHTaHCTBA,
pacIpoCTpaHeHus CIJIETEH WM YIPO3 IPYTUM JHOSAM.

14. OG¢cynuTe ¢ MOAPOCTKAMU MPOOIEMBI CETEBBIX a3apTHBIX UT'P M UX BO3MOXKHBIN puck. HamomawnTe,
YTO JIETU HE MOTYT UIPaTh B 3TU UIPHI COTJIACHO 3aKOHY .

[TocTostHHO KOHTpoONUpYiiTe ucnonb3oBanue Murepuera Bamum pebenkom! IT0 HE HapyLIEHHUE €ro
JIMYHOTO TPOCTPAHCTBA, a Mepa MPEeJAOCTOPOKHOCTH U TMposBieHUE Bamel poauTenbcKoi
OTBETCTBEHHOCTH U 3a00TEHI.

Marepuansl nipeactaBiieHsl CieACcTBEeHHbIM KoMUuTeTOM Poccuiickoit deneparuu u pa3MeiieHbl Ha
caiire Enunsiii ypok.pd.
https://www.eaunHbinypok.pd/index.php/rekomendatsii-o-razmeshchenii-na-informatsionnykh-stendakh-

ofitsialnykh-internet-sajtakh-i-drugikh-resursakh-oo-informatsii-o-bezopasnosti-v-internete/item/220-
prilozhenie-3-pamyatka-dlya-roditelej-ob-informatsionnoj-bezopasnosti-detej
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